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1 Introduction

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/Cylinder.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/Cylinder.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/Cylinder.html

K. Pommerening, Cylinder Ciphers 3

2 Idea and History of Cylinder Ciphers

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/HistCyl.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/HistCyl.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/HistCyl.html
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3 Mathematical Description of Cylinder Ciphers

This section assumes knowledge of the mathematical excursion to permuta-
tions in the Appendix to the Chapter on monoalphabetic ciphers.

Parameters

A cylinder cipher depends on the following parameters:
e The number n = #3 of letters in the alphabet X

e The number ¢ of disks, where ¢ > 1. If all disks are different, then
g < (n—1)!. [See below for an explanation why we don’t need to take
n! for the upper bound.]

— Each disk is characterized by a permutation 7 € S(X).
— Therefore the collection of disks can be described as a g¢-tuple
(Th,...,T,) € S(%)1.
Assume the disks are numbered from 1 to q.

e The number ! of selected disks, where 1 <1 <gq

— The key is a sequence (7p,...,7—1) consisting of different mem-
bers of the g-tuple (771, ...,T;), and described by the correspond-
ing sequence of numbers in [1...q].

— The number of choices for the key is

q!
(g —1!

some of which could coincide if some of the disks have identical
alphabets.

#K=q-(q—1)---(g—1+1)=

Examples

JEFFERSON cylinder: [ = ¢ = 36, #K = 36!, effective key length ~ 138.
BAZERIES cylinder: | = ¢ = 20, #K = 20!, effective key length =~ 61.
M-94: | = q = 25, #K = 25!, effective key length =~ 84.

M-138-A: [ = 30, ¢ = 100, #K = 100!/70!, effective key length ~ 190.
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Encryption and Decryption

The cylinder cipher is polyalphabetic with period [, the number of disks on
the cylinder.

Attention: Don’t confuse the permutation 7 € S(X) written on the cir-
cumference of the disk with the permutation o € S(X) that defines
the substitution alphabet realized by the disk. We subsequently exam-
ine the relationship between these two permutations.

As usual identify the alphabet ¥ (in a fixed order) with Z/nZ, the in-
tegers mod n. Then, using the first generatrix, encrypting a plaintext block
(ag, .. .,a;—1) looks like this:

ap oo a; ce aj—1
7i(0)
Search entry = such that 7i(x) =a;
Ti(r +1) =¢; corresponding cipher letter
Ti (n — 1)
where the center column 7;(0),...,7;(n — 1) represents the marking of the

7-th disk. Therefore
c; = Ti(m’ + 1) = Ti(’i'l-_lai + 1)

The corresponding decryption function is

a; — Ti(Ti_lci — 1)

This derivation proves:

Theorem 1 (Cylinder Cipher Theorem) The relation between the per-
mutation T € S(X) written on the circumference of the disk and the permu-
tation o € S(X) that defines the substitution alphabet realized by the disk
using the first generatriz is given by the formulas

o(a) = 7(r7ta+1)

o le) = 7T(r7le—1)

Or in other words: o is a cyclic permutation and T is the cycle representation

of o.

There are (n — 1)! different cycles of length n. As n different disk definitions
7 result in the same cyclic permutation o0 we could make the restriction
g < (n — 1)! for the number of possible different disks.
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Corollary 1 Using the j-th generatrix the formulas become

oj(a) = (7 ra+7)

a;l(c) = 7(r7'c—%)

if we denote by o; the substitution by the j-th generatriz.
Example: Let ¥ = {A,... ,Z}, and let the disk inscription be
7= QWERTZUIOPASDFGHJKLYXCVBNM

Then o is the permutation

abcdefghijklmnopqrstuvwxyz
SNVFRGHIJOKLYQMPAWTDZIBECXTU
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4 The BAZERIES Cylinder

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/Bazeries.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/Bazeries.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/Bazeries.html
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5 Cryptanalysis of Cylinder Ciphers

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/AnalysisCyl.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/AnalysisCyl.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/AnalysisCyl.html
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6 Breaking the BAZERIES Cylinder

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/deViaris.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/deViaris.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/deViaris.html
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7 Consequences from Cryptanalysis

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/ConsCyl.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/ConsCyl.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/ConsCyl.html
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8 Key Generators with Long Periods

See  the web page http://www.staff.uni-mainz.de/pommeren
/Cryptology/Classic/4 Cylinder/LongPeriods.html


http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/LongPeriods.html
http://www.staff.uni-mainz.de/pommeren/Cryptology/Classic/4_Cylinder/LongPeriods.html
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